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1. INTRODUCTION TO THE DIGITAL IDENTITY MANAGEMENT COURSE 

We all use digital tools and services. Whether we use bank cards, smartphones or computers, we 

are exposing ourselves to way of storing, presenting or sharing information that can put us at risk.  

The risks we face in the digital world are an extension of the risks we face in the physical world. 

Information in the wrong hands can lead to our identities being used by others for various reasons. 

Perhaps simply to get access to services we have access to, or perhaps for malicious purposes, 

reputational damage or financial advantage at our expense. 

There are many ways in which we can reduce the risks of participation in a digital world. This 

course not only presents the risks, but also what we can do to minimise the risks. 

What do we mean when we talk about our identity? How many identities do we have? How can we 

manage our identities and ensure we are in control of how we are represented in the digital world? 

Digital Inclusion, in collaboration with the University of the Western Cape (UWC), developed this 

course and have established an online portal for facilitators to access. 

1.1 TARGET AUDIENCE 

1.1.1 Train the trainer sessions (DI-DIM-TTT) 

The Digital Identity Management Train the Trainer sessions would be done in groups of between 8 

participants (minimum) and 16 participants (maximum). Participants will be exposed to all elements 

of the DI-DIM course and associated toolbox of resources, during a one-day workshop (6 Hours).  

Each participant should have interest and an open mind about digital security prior to attending the 

sessions. Due to the structure of the course, full and active participation is essential. This means 

participants must spend some quality time preparing for workshop. 

1.1.2 Public audience sessions (DI-DIM) 

Facilitators that have successfully completed the DI-DIM-TTT course, and met the conditions of 

service provider contracting as specified by UWC-Colab, will present on the subject to public 

audiences. 

The Digital Identity Management public sessions would be presented, by accredited facilitators, to 

groups of 20 people (minimum) and 30 (maximum), typically conducted as an interactive 

discussion workshop of 4-5 hours. 

 

A mixture of high school leaners, unemployed youth and community members from disadvantaged 

communities are the ideal beneficiaries of the workshops. Participants should be exposed to the 
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use of digital devices and services and as such may have concerns regarding potential digital 

security issues. 

1.2 LEARNING OUTCOMES 

The course focuses on discussions and knowledge sharing that lead to understanding. Guidance 

is given to ensure participants will be able to apply what they have learnt. 

 

FIGURE 1: LEARNING OUTCOMES 

1.2.1 Train the trainer sessions (DI-DIM-TTT) 

This course aims to equip facilitators to assist and empower citizens (school learners, community 

youth and adults) to participate safely on digital platforms. This will be achieved by training and 

equipping facilitators to facilitate their own public training sessions and present the core concepts 

addressed in this course.  

On completing this course, facilitators should understand: 

• How to facilitate group learning effectively 

• Concepts related to identity management and identity theft; 
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• Identity risks in the physical world (documents, bank cards and devices) 

• Identity risks in the digital world (information, applications and networks) 

On completing this course, facilitators should be able to: 

• Discuss any topics covered in this guide 

• Research and extend their resources for supporting course delivery 

• Structure a presentation on key topics for DI-DIM Public audience sessions 

• Guide public participants through key concepts and approaches to digital identity 

management 

1.2.2 Public sessions (DI-DIM) 

This course aims to assist and empower citizens (teachers, social influencers, school learners, 

community youth and others) to participate safely on digital platforms.  

On completing this course, public participants should understand: 

• Concepts related to identity management and identity theft; 

• Identity risks in the physical world (documents, bank cards and devices) 

• Identity risks in the digital world (information, applications and networks) 

On completing this course, public participants should be able to: 

• Develop Password Strategies 

• Manage their digital identities 

• Manage their online reputation 

• Identify information gathering attempts 

• Identify and avoid risky activity 

1.3 COURSE ASSESSMENT APPROACH 

1.3.1 Train the trainer sessions (DI-DIM-TTT) 

Facilitators need to be able to handle questions from participants relating to the subject matter. As 

such, the assessment after completing the Train the Trainer session needs to be more extensive 

that it would be for members of the broader public attending the DI-DIM sessions. 

Facilitators will be expected to demonstrate their understanding, and their ability to present and 

handle questions, by completing the following: 
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•  Online digital assessment – Facilitators must complete online quizzes that may 

include multiple choice and essay questions. This is to be done after attending the DI-

DIM-TTT workshop and after having reviewed course supporting online content. 

•  Online digital assignment – after completing the workshop, and reviewing all online 

content, facilitators will complete and submit required assignments using the online portal 

provided by UWC. Facilitators must submit evidence of their competence in the form of 

an assignment document and video recordings of themselves doing content delivery and 

handling of discussions. 

Before facilitators can deliver the course to the public, they must go through the following steps: 

• Successfully complete the DI-DIM-TTT Course 

• Successfully participate in co-facilitation of one or more courses (as required by UWC-

Colab) where they will be observed presenting parts of the public course and facilitating the 

interaction and questioning of public audiences. 

• Enter into a service provider contract with UWC-Colab. 

No facilitation using the course content can be done outside of current service provider contract 

terms.  

1.3.2 Public audience sessions (DI-DIM) 

No formal or summative individual assessment is done for public participants. 

Public participants in the facilitated sessions are to be encouraged to engage actively in 

discussions during their session. The facilitator should assess understanding during interactions. 

Based on observations and participants’ feedback, future session delivery can be improved.  

At the end of the workshops, feedback forms are to be completed, and a take home reflection 

exercise should be undertaken. Participants may be expected to complete an assignment or quiz 

on course completion. 

1.4 GUIDE TO ICONS THAT MAY BE USED IN THIS COURSE 

 

Workbook 

 

Rate your skills 

 

Self-reflection activity to complete 

 

Task to complete 

 

Individual assignment 

 

Group assignment 
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Prescribed resources 

 

Discussion forum 

 

Reading 

 

Case study 

 

Quote 

 

Example 

 

Web link 

 

Video clip 

 

Downloadable item 

 

Presentation 

 

Online Class 

 

Online Class 

 

Exam 

 

Digital assessment 

1.5 COURSE ADMINISTRATION PROCESSES 

1.5.1 Registration and evaluations (DI-DIM-TTT and DI-DIM) 

• A register must be available on every training/workshop day. 

• Each participant must sign and complete the register as required. 

• The facilitator is required to submit the completed register to the course sponsor. 

• At the end of each session, participants are to complete an individual evaluation 

response to the session. 

• The facilitator is required to return the completed evaluations to the course sponsor. 

1.5.2 Reporting of problems 

• If you experience any problems accessing any referenced content, please send an email 

highlighting the problem. 

mailto:mike@digitalinclusion.co.za?subject=Error%20in%20DI-DIM-TTT%20course%20content%20link
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1.6 COURSE RESOURCES FOR THE FACILITATOR 

1.6.1 Facilitator Resources 

 

 

A number of resources are referenced or included to help facilitators complete, and subsequently 

present this course.  

• This guide for facilitators 

• PowerPoint / PDF slide deck for facilitators 

• Course Concept Poster for display (Print A1 or A2) and as participant handouts (print A4) 

• Online supporting content and learning platform 

• Online forum for discussion support 

Resources are provided in a digital form. These resources can be access from Smartphones, or 

PCs using a browser. Participants may download and print as required.) 

NOTE: Course resources are to be used only within the terms specified in UWC-Colab service 

provider contracts. Any person not contracted as a facilitator has no right to use the content 

independently. 

 

Required reading  

 

 

The following references point to required content to be read.  

• Course Concept Poster 

• This guide for facilitators 

• Supporting online content. 

Recommended reading 
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The following references point to reading that is recommended but optional. Note that these links 

may fail if the author or creator of the content removes the pages or changes their settings. 

• 8 Tips to protect yourself from ATM Scams https://www.scambusters.org/atmtheft.html 

(accessed 21/08/2018) 

• Online Identity https://en.wikipedia.org/wiki/Online_identity (accessed 21/08/2018) 

• Authentication https://en.wikipedia.org/wiki/Authentication (accessed 21/08/2018) 

• Staying Safe on WhatsApp 

https://faq.whatsapp.com/en/android/21197244/?category=5245250 (accessed 

21/08/2018) 

• How to find out what Google, Facebook and Microsoft are collecting on you 

https://www.pcmech.com/article/how-to-find-out-what-data-google-facebook-and-microsoft-

are-collecting-on-you/ (accessed 21/08/2018) 

• 6 Links that will show what Google knows about you https://medium.com/productivity-in-

the-cloud/6-links-that-will-show-you-what-google-knows-about-you-f39b8af9decc 

(accessed 21/08/2018) 

• Identity Theft Information Centre https://www.scambusters.org/identitytheft.html 

(accessed 21/08/2018) 

• Identity Fraud SARS http://www.sars.gov.za/TargTaxCrime/Pages/Identify-Fraud.aspx 

(accessed 21/08/2018) 

• Southern Africa Fraud Prevention Services 

https://www.safps.org.za/index.aspx?ReturnUrl=/ (accessed 21/08/2018) 

• Five key privacy issues in South Africa https://www.michalsons.com/blog/five-key-privacy-

issues-in-south-africa/11852 (accessed 21/08/2018) 

• Data privacy or data protection in South Africa https://www.michalsons.com/blog/data-

privacy-in-south-africa/150 (accessed 21/08/2018) 

• Unpacking the POPI Act: The ins and outs of protecting personal information 

https://www.itweb.co.za/content/VJBwEr7nV6m76Db2 (accessed 21/08/2018) 

• Common Passwords Common Passwords 

(https://en.wikipedia.org/wiki/List_of_the_most_common_passwords (accessed 

21/08/2018) 

https://www.scambusters.org/atmtheft.html
https://en.wikipedia.org/wiki/Online_identity
https://en.wikipedia.org/wiki/Authentication
https://faq.whatsapp.com/en/android/21197244/?category=5245250
https://www.pcmech.com/article/how-to-find-out-what-data-google-facebook-and-microsoft-are-collecting-on-you/
https://www.pcmech.com/article/how-to-find-out-what-data-google-facebook-and-microsoft-are-collecting-on-you/
https://medium.com/productivity-in-the-cloud/6-links-that-will-show-you-what-google-knows-about-you-f39b8af9decc
https://medium.com/productivity-in-the-cloud/6-links-that-will-show-you-what-google-knows-about-you-f39b8af9decc
https://www.scambusters.org/identitytheft.html
http://www.sars.gov.za/TargTaxCrime/Pages/Identify-Fraud.aspx
https://www.safps.org.za/index.aspx?ReturnUrl=/
https://www.michalsons.com/blog/five-key-privacy-issues-in-south-africa/11852
https://www.michalsons.com/blog/five-key-privacy-issues-in-south-africa/11852
https://www.michalsons.com/blog/data-privacy-in-south-africa/150
https://www.michalsons.com/blog/data-privacy-in-south-africa/150
https://www.itweb.co.za/content/VJBwEr7nV6m76Db2
https://en.wikipedia.org/wiki/List_of_the_most_common_passwords
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Video resources 

 

 

The following are external recommended video resources. Note that these links may fail if the 

author or creator of the content removes the videos or changes their privacy settings. 

• Eric Stoller – What is Digital Identity https://youtu.be/u0RryRbJza0 (accessed 21/08/2018) 

• What is a digital identity https://www.youtube.com/watch?v=uJzuDcyR0WM (accessed 

21/08/2018) 

• Online Identity Theft – Stole Password – Social Engineering 

https://www.youtube.com/watch?v=hOxxTaBP3xs (accessed 21/08/2018) 

• Digital Safety with the Next Step: Identity Theft – Stand UP! 

https://www.youtube.com/watch?v=AQd0Rq2VqWA (accessed 21/08/2018) 

• Schemes & Scams: Identity Theft (SABRIC) 

https://www.youtube.com/watch?v=cRDog1deSPI (accessed 21/08/2018) 

• What is Phishing - https://www.youtube.com/watch?v=9TRR6lHviQc (accessed 

21/08/2018) 

• How to spot and prevent phishing attacks - https://www.inc.com/video/4-ways-to-spot-and-

avoid-a-phishing-attack.html (accessed 21/08/2018) 

1.6.2 Course Resources for Participants 

Required reading  

 

The following references point to required content to be read.  

• Course Concept Poster (print out as A4 handouts) 

Optional reading 

 

https://youtu.be/u0RryRbJza0
https://www.youtube.com/watch?v=uJzuDcyR0WM
https://www.youtube.com/watch?v=hOxxTaBP3xs
https://www.youtube.com/watch?v=AQd0Rq2VqWA
https://www.youtube.com/watch?v=cRDog1deSPI
https://www.youtube.com/watch?v=9TRR6lHviQc
https://www.inc.com/video/4-ways-to-spot-and-avoid-a-phishing-attack.html
https://www.inc.com/video/4-ways-to-spot-and-avoid-a-phishing-attack.html
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The following references point to reading that is recommended but optional. 

• The facilitator can suggest links from the facilitator list above, or additional sources. 

Video resources 

 

• The facilitator can suggest videos from the facilitator list above, or additional sources. 
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2. DIGITAL IDENTITY MANAGEMENT 

A number of topics will be covered to help you achieve the learning outcomes of this module. It is 

important to study each of these sections to ensure that you expand your knowledge in the subject. 

If you are a facilitator, you must be able to present on each of the sections when conduction public 

sessions.  

 

Section 1 Privacy and security in a digital world 

Section 2 Introduction to digital identity management 

Section 3 Introduction to identity theft 

Section 4 Bank card risks and prevention 

Section 5 Device and application risks and prevention 

Section 6 Network risks and prevention 

Section 7 Service provider risks and prevention 

Section 8 Data risks and prevention 

Section 9 Information risks and prevention 

Section 10 Password risks and prevention 
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2.1 PRIVACY AND SECURITY IN A DIGITAL WORLD 

Section 

overview 

With the development and acceptance of information and communication 

technology and services over the past decades, we are all in some way living 

and participating in a digital world. As we have been brought up, coached and 

guided to effectively live in the physical world, so too do we need to conduct 

ourselves in the modern digital world. 

This new world raises questions about privacy and our rights as citizens. What 

is privacy? What information is considered private? As we actively engage in a 

society and an economy which is increasingly digital, can we do so with a 

sense of trust?  

Every morning we get up and face the realities of a physical world. We eat, 

drink, sleep, commute and interact with others. We gain access to and use 

services we are entitled to use once we have satisfied the service provider we 

are who we claim to be by presenting our physical identity credentials. We 

need to protect our identities to ensure we can continue to use services and 

that no one else can claim to be us and act on our behalf. We look after our 

personal and business reputations as we engage with others by managing our 

behaviour, being conscious of what we do and what we say or share with 

others. 

Every day, we exist in, and have to deal with the ‘realities’ of the digital world. 

We use our smartphones, or computers to login, receive and respond to 

emails, interact with others online using instant messaging, chat rooms, blog 

posts and participation in online forums. We login to get access to and use 

online services we are entitled to use once we have satisfied the service 

provider we are who we claim to be by presenting our digital identity 

credentials. We need to protect our digital identities to ensure we can continue 

to use digital services and that no one else can claim to be us and act on our 

behalf. We look after our personal and business online reputations as we 

engage digitally with others by managing our behaviour, being conscious of 

what we do and what we say or share with others. 

Time Estimate 30 minutes 

2.1.1 Our digital world 

Worlds within worlds. What do we mean when we talk of a digital world? More correctly we should 

be talking about what has happened to the world as we knew it before the introduction of 

information and communication technology (ICT). 

What is information and communication technology 
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ICT includes all technology and services based on technology including computer networks, the 

internet, the world-wide-web, computers, smartphones, modern switchboards, video conferencing 

systems, computer applications. Storage disks, memory sticks, and even modern television etc.  

Today, ICT is called digital technology. This is because all information captured, stored and 

transferred using ICT is converted into a digital representation. What that means is we use two 

states, or two conditions to represent information. This is also called binary representation, where 

a signal or state is either on or off.  

In short, ICT today takes what we do and it converts it into digital formats that enable information to 

be captured, stored, moved, copied and shared easily. ICT developments have as a result made it  

possible to deal more efficiently and accurately with more and more information. This has made a 

positive impact in many scenarios, but as with all change, risks and negative consequences have 

been introduced. 

We are all online as digital citizens 

Whether you are consciously working online or not, you are online and you exist in a digital world.  

Your records are saved in government and private sector systems. Information relating to your 

family, your birth records, marital records, bank accounts, education records, travel, immigration 

property ownership, social activity records, voting records, medical records, and social service 

entitlement etc. are all online. This information is analysed, interpreted, and shared using 

computers, databases, networks and applications by various parties. 

Even if you are not actively using computers you are a digital citizen. Some example scenarios are 

discussed below. What we say and do using these services is a reflection of our habits and 

preferences. How we represent ourselves is a portrayal of our online or digital identity. 

Using bank cards at ATMs and merchants 

As an example: You do not own a smartphone, or a computer. You do not use Internet cafes or 

other people’s computers. But you do have a bank account and the bank has given you a bank 

card. You go to ATMs to deposit and draw cash and you buy from shops or merchants using your 

card. 

When you use your card at an ATM, the ATM reads the information on your card, combines that 

information and checks your PIN that was requested, and then authorises you to continue. The 

ATM is a computer. The information you type is in recorded, transferred over networks to other 

computers and via a number of network devices so that the bank can authorise your transaction 

and keep record of what you do. Your information and activity is digital even though you just 

pushed in a card and entered some numbers on a keypad. 

Instant messaging and social networks 

WhatsApp has changed the world of instant messaging. Every message we receive and send is 

captured on a phone (or computer), transferred to WhatsApp’s computers over networks, and sent 

to the person the message was intended for. WhatsApp, and other know when you are available, 
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when last you were available, which of your contacts are available and saves all your chats before 

delivering them. 

Without thinking about it, we use social media services that add a lot of value in terms of how we 

communicate and interact. Everything we do using these services is captured and remembered, 

analysed and acted upon.  

Utility applications on Smartphones 

Our smartphones provide us with great utility. We take photographs without the need for a real 

camera, and we use application to find information, and even give us direction to find places.  

Consider first the camera. Every time a modern camera takes a picture, it records additional 

information about the photo. What camera settings were used, and even where and when the 

picture was taken are recorded. When a photo is saved or shared this information goes with it. 

Others who access these photos, whether as Facebook, Instagram or WhatsApp posts, 

attachments in emails, or using any other computer or smartphone application can know where 

you have been and when. Your activities are online. Add to this the fact that facial recognition can 

identify you in pictures taking by others, you are not in control of this. 

Consider map applications. Map applications must know where you are when helping you 

navigate. Obviously your position is known and used to indicate best routes to follow and to help 

avoid traffic congestion. How do these apps know what the traffic congestion is. All users of the 

app are contributing, perhaps without knowing, where they are, what speed they may be travelling, 

and this information is used to assist in presenting status of traffic flows. The history of where you 

are, and where you have been, are recorded, stored, analysed and acted upon. 

Consider applications that personalise your experience by remembering what you like and do to 

give you a better user experience. All these application use techniques to make it easy for you to 

login, go where you normally go, show you who you last called or messaged, sort your information 

the way you like etc. This is done by keeping track of your habits and choices and learning more 

and more about you. 

Working at internet cafes 

Consider strolling into an Internet Café and using one of their computers. You browse the internet 

using a web browser on the system. You go to sites, look for information, check your email, go to 

social media etc.  

When you walk out, the system you were working out knows where you have been, what sites you 

have visited. You have left a trail of breadcrumbs that is on record. Even though the computer was 

not yours, you are identified by the actions you took. 

Whatever applications exist on the systems at the internet café they are at liberty to monitor and 

record what they choose. 

Using another person’s computer 
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If worried about internet cafes, perhaps you choose to use a friend’s computer. You run similar 

risks unless you are assured there are no viruses or malicious software agents, key loggers etc. on 

the system and you understand how to navigate the internet securely. 

2.1.2 Privacy rights and responsibility 

Privacy can perhaps be defined as a state, free from public attention, in which one is not observed 

or disturbed by others. In some parts of the world, privacy is defined as the right to be left alone, or 

freedom from interference or intrusion. 

Information privacy is the right to have some control over how your personal information is 

collected and used. 

 

FIGURE 2: PRIVACY RIGHTS AND RESPONSIBILITIES 

Information in the public domain 

Public information, normally refers to information about us that is known to others, generally to do 

with government records and services. For a government to serve the public, it must know 

information about each citizen to ensure that services and record keeping are associated with the 

correct individuals. This information is kept in what may be referred to as the public record. Each 
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citizen has a unique identity (perhaps an identity number), and records relating to each citizen are 

linked to this identity. Birth records, death records, marriage records, criminal records, land 

ownership and other records relating to the management of social order and service entitlement 

are kept. 

Information in the public record, is open to public inspection. Some of the information is open to all 

members of the public to inspect, and some of it may restricted in terms of public access. It is 

possible, knowing a person’s identity, to be able to access public records.  

Information that is private 

Now that the internet, networks for accessing the internet, mobile devices and social media 

services are in broad use, more and more information is being captured, stored and shared. With 

immediate access to large volumes of data and information about specific individuals, we become 

more concerned about privacy, and in particular information privacy. 

Information that we consider confidential or private, should not be open to all. The question 

remains as to what it is that should be private. Is it about our habits, our relationships, our medical 

status, our financial status?  

How should information that we consider private be protected? 

Sharing information relating to other people 

Do we have a right to share information about others? How do you feel if you find others sharing 

information about you that you thought should be confidential? 

What goes online, stays online 

As we move information onto social media service applications, as well as other online 

applications, we must realise that the record keeping controls and privacy controls may no longer 

be in our hands. Once the information is posted and stored, other parties that may or may not be 

known to us could access, copy, share and even modify the information. Do we have control over 

our information that we consider private? Do the tools and application services we use give us the 

appropriate level of control to protect how our data is accessed and used? 

The law in the real, physical world 

Crimes and crime prevention in the real, physical world have developed alongside each other for a 

long time. Laws have been enacted that address forms of crime for example fraud, theft, 

misrepresentation and impersonation, 

Theft of physical property, as well as physical representation of identity is covered in relevant laws. 

A mature balance exists between type of crimes and legal responses. 

The law in the virtual, digital world  
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Information in this world is in a digital form. Information can be replicated, moved, stored in multiple 

formats and locations. Information can be accessed using multiple tools, from anywhere, anytime. 

Access to, and the distribution of information may or may not be recorded for audit and control 

purposes. Proof of who accessed information, as opposed to which device and which network was 

used to access the information, is often difficult. How information is stored and secured may result 

in access breaches and information being shared without permission. 

The definition of laws relating to crime prevention and prosecution in the virtual, digital world, 

follows technology developments by quite some time. As a result of technology developments, new 

services, new work processes, new ways of dealing with information have arisen and the laws 

need to catch up with the societal impact that technology has had. 

2.1.3 Key points 

• Whether or not we like it, we are all participating in an online digital world 

• The digital world mirrors the real world. It offers the opportunity to interact and we nee to 

understand the rules of engagement and risks. 

• Privacy in an online world is more challenging than in the real world. Information is shared 

further, faster and on record forever. 

• Laws in the online worlds are not at the same stage of maturity as they are in the real 

world. We need to govern ourselves ethically where we cannot rely on the law. 

2.1.4 Digital assessment 

 

 

What have we learnt and understood  

 

Testing our own understanding on what we have been exposed to is 

important. Remember to do the section assessment after completing the 

section content, readings, tasks and other activities.  
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2.2 INTRODUCTION TO IDENTITY MANAGEMENT 

Section 

overview 

What is my identity? Why do I have or need multiple identities? We are entitled 

by our citizenship, or through commercial subscription, to access and consume 

services or resources. To do this we must be uniquely identifiable. To ensure 

services are given as required, service providers must be able to verify that we 

are indeed who we claim to be. 

In the real world it was easy. We could be recognised by others. Our physical 

features, facial structure, stature, fingerprints, voice etc., could be used to 

identify us. Service providers may ask us to prove our identity by presenting 

acceptable evidence in the form of an identity card or document, passport, 

drivers licence etc. which they can look at to verify we are who we are. 

In the digital world personal relationships and physical presence don't help. 

Digital service providers we subscribe need to get to know us to give us a 

personal service, and they need to be sure we are who we claim to be. 

Typically, we use a 'username' to identify ourselves. This username must be 

unique. The digital service providers gives us access based on our username. 

We typically have a 'secret' password to prove that it is indeed us trying to gain 

access to the service. If we give the right password we gain access. 

Are these identities enough in terms of security? How easily can a person other 

than ourselves copy, steal or emulate our identity and get access to services 

meant for us? 

For a definition of Identity Management you can access this link on 

Wikipedia: Definition of Identity Management  

Time Estimate 30 minutes 

2.2.1 Identity management introduction 

Who are we? 

How do we identify ourselves? How do we present ourselves to others? How do others recognise 

us, and identify us? Do you have multiple forms of identity? 

https://en.wikipedia.org/wiki/Identity_management
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FIGURE 3: ME AND MY IDENTITIES 

Why do we have an identity? 

We need to be known, and identifiable, if we are to benefit from accessing services. Service 

providers, in both the real world and the online world, need to ensure that services we are entitled 

to are not given to others. Our identity, and the ability to prove our identity is the key to gaining 

access to services. 

How are identities used? 

In principle, we gain access to services and information based on our our identities. This involves a 

four step process: 

• Presentation of our identity - We present our identities when wanting to gain access to 

services or information 

• Authentication of our identity - The service provides checks our identities against know 

records to see if they are authentic (valid) and they are comfortable that we are who we 

claim to be. 

• Authorisation of our right to access - Once satisfied with the authenticity of our identity, the 

service provider authorises our access. 
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• Access to services and information - We are now free to access the services and 

information we wanted. 

Real, physical world identities 

As citizens, we should have been registered at birth. Our government opens and maintain a record 

for each individual, and each individual is given an identity. This is managed and regulated by a 

specific government department (Home Affairs in South Africa). Proof of your identity could be 

through the presentation of: 

• Birth Certificate – Proof of the individual’s registration as a citizen. 

• Identity document or card – official document with personal information and photograph. 

Issued to citizens. 

• Passport – official document with personal information and photograph. Used to allow 

individual to travel internationally. 

• Driver licence – linked to identity record, with a photograph. Official document detailing 

individuals right to drive and operate certain types of vehicles. 

 

Outside of official government issued identity related documents, alternative documents or tokens 

can be presented to gain access to specific services and resources: 

• Membership Card – Club, society or professional association identity with name, 

membership number etc. Entitles the member to use club or society services and 

resources. 

• Student Card – Education institution association with name, student number, photograph 

etc. Enables student to gain entry to facilities and access institutional and other campus 

services and resources. 

All of the above forms of identity proof, are physical and normally presented by the individual on 

demand. The person or system that authenticates the identity can visually compare photographs, 

signatures etc., and can make a call to authorise access to services or resources for the individual. 

Online, digital identities 

In the online world, we use digital identities. Each service we wish to access and use online has 

their own requirements for identifying and authenticating users. Users choose to subscribe to 

services and engage with the service provider to establish an acceptable form of identification and 

a means to verify that the individual who uses that identity online is in fact the person who they 

claim to be. 

Examples of services and identities include: 

• Username and password to gain access to a device 

• Username and password to gain access to an online application service  

• Username and a personal identification number (Fixed PIN or one-time pin OTP) 

• Bank card number and PIN – normally processed digitally to scan the card and then 

challenge the presenter to enter something known only to themselves (a Personal 

Identification Number or PIN). Having the card physically and knowing the information 
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requested is taken as implied proof of identity. If processed manually, additionally 

information may be asked for. 

So, if you use email, Facebook, WhatsApp, Dropbox, and perhaps Google services, you already 

have multiple identities online. Some identities may be linked to a known mobile phone number, 

others to a username that you or a service provider chose. Each service may have its own 

password or alternative approach to verifying you are who you claim to be. Anyone who pass the 

authentication test is assumed to be you. 

Setting up an Identity 

• Register with a service provider to be entitled to benefit from their services. Setup a unique 

identity as required by the service provider. 

• Once registered, present proof of your unique identity to be authorised to gain access to 

services. 

Our National Identity 

There are a lot of people on this planet. Each of us presents ourselves to the world and establishes 

relationships with others. We become known. Our name, given or registered, may identity us within 

a known circle. But our name may not be unique. Wherever we associated in a business, 

community, club, educational institution, or professional association, we need to be able to prove 

our identity to be authorised to gain access to the benefits of our association. 

• As a citizen of a country we have certain rights (and responsibilities). Our rights may 

include access to basic services, healthcare, schooling, social benefits, and the right to 

vote etc. Our responsibilities may include contributing back to society in the form of paying 

taxes, military service etc. 

• In order to secure access to our rights as a citizen, we are registered, typically at birth, 

given a unique identifier (identity number) and our name, parents information etc., are 

recorded in the national population register. Our unique identity is used by all government 

services as the index for information related to us. This can include voting records, birth 

and death certification, criminal records, health records, tax records, etc. To prove we are 

who we are, we are issued with a proof of identity document or card by our national home 

affairs department. 

Physical World Identities 

As discussed above we need to prove our identity in the physical world. We may have multiple 

identities each with their own approach to proving we are who we claim to be. Most forms of 

identity proof have a photograph, signature and a link to our national identity to allow for validation 

of identity. 

• National Identity Document / Card - Identity document used as proof of citizenship.  This is 

the primary proof of our identity as an individual and may be referenced on all other identity 

forms. 

• Passport - Has own document number but is linked to our national identity. Sometimes a 

passport may be accepted as proof of identity. 
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• Driver's Licence - Evidence of our competency and right to drive a vehicle. Linked to 

national identity. May sometimes be accepted as proof of identity 

• Club or Professional Association Member Card - ensures access to club services. 

Membership number unique, may be linked to national identity 

• Student Cards - Unique student number, may be linked to national identity number. 

Digital World Identities 

Online, we establish multiple identities. When subscribing to digital services online, we register 

with the service provider, open an 'account' whether commercial or not, and provide information by 

which we can be recognised. There are two key considerations for setting up an account: 

• We must have a service 'username' which must be unique as far as the service provider is 

concerned. 

• We must be able to prove we are the right person accessing the service by setting up a 

secret 'password' that must be offered in association with the unique username.  

The 'username' may be given to us by the service provider, or we may be able to define our own 

username as long as it is a unique username in the service provider’s records. 

Authentication and Authorisation 

Essentially each service provider maintains a record of authorised or registered users and a 

unique method to verify their identity. Each time a user attempts to access their service they must 

present their credentials, normally a username and secret password which is checked against the 

service provider's records. When successful, a user is authorised to use the services and granted 

access. 

If we have an email account as our username, the email address must be unique, and only be 

used by ourselves. As a result of this, we could use the email address as a username for other 

systems as well. 

2.2.2 Authentication and authorisation 

How Secure is Your Identity? 

Having a username and password may not be enough in terms of security. If someone knows your 

username and guesses your password, they can gain access to your services and the service 

provider will think it is you. 

Service providers use authentication to establish that users are who they claim to be before given 

you authorised access to their services. 

Managing your Identity 

This process of establishing and verifying your identity normally has three key steps: 
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• Enrolment – users apply to become service consumers. After proving their identity to the 

service provider, the service providers allow the applicant to be registered as a subscriber. 

• Authentication and Authorisation – after subscribing, the user receives some force of 

identity and authenticator(s) (username and password, a token etc.). Using the provided 

evidence of identity, the user requests access, is authenticated and can benefit from 

service access 

• Life-cycle maintenance – the service provider maintains the user credentials and the user 

maintains his authenticator(s). 

 

 

FIGURE 4 FOUR STEP TO SECURE ONLINE SERVICE ACCESS 

Authentication Methods 

There are various types, or methods of authentication (https://en.wikipedia.org/wiki/Authentication), 

(Accessed 4 June 2018): 

• Authentication is accepting proof of identity given by a credible person who has first-hand 

evidence the identity is genuine. In information technology scenarios, an example of this is 

the where centralised authority trust relationships back most secure internet communication 

through known public certificate authorities 

https://en.wikipedia.org/wiki/Authentication)
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• Authentication is based on comparing the attributes of the object itself to what is known 

about objects of that origin. Not typically associated with information technology scenarios 

• Authentication relies on documentation or other external affirmations. In information 

technology scenarios, a user can gain access based on user credentials that imply 

authenticity. An administrator gives a user a username and password, or a card or other 

device to allow system access. Authenticity is implied, not guaranteed. 

Digital authentication Risks  

Authentication in a digital scenario is vulnerable to man in the middle attacks where a third party 

intercepts transmission of information and poses as the other parties to gather information. This 

leads to the need for higher security digital authentication. 

Authentication factors and identity 

There are three categories associated with how we authenticate: 

• Something the user knows – Knowledge factors (password, personal identification number 

(PIN), security question etc.) 

• Something the user has – Ownership factors (cell phone, wrist band, ID or membership 

card) 

• Something the use is – Inherence factors (biometrics - fingerprint, iris pattern, facial 

recognition) 
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FIGURE 5: INTRODUCTION TO AUTHENTICATORS 

Digital authentication types 

Common types of online authentication are based on the level of authentication protection 

required. 

Single-factor authentication 

This is the weakest, relies on only one of the factors. Not suitable for financial or personally 

relevant transactions. Examples would include: 

• Password (something the user knows). 

• PIN (Personal Identification Numbers) - normally a fixed, personal, sequence of digits. 

Typically used in conjunction with bank cards when using a card payment terminal, an ATM 

or an application on a computer 

• Biometrics - the use of a fingerprint, facial recognition, voice recognition etc. More secure 

than a password or PIN as it depends on physical or biological characteristics of the 

individual. Used commonly on Smartphones to open device when locked. 
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Two-factor authentication 

This is stronger as it relies on two factors. To improve security when single factor is not enough, 

there are a number of authentication methods that service providers can use. Once a user has 

attempted to gain access to a service by providing the username and password, the service 

provider can request additional information. This is done by sending a request for further 

information to a device known to the user. Two factor authentication is common for financial 

application services, banking applications etc. Two factor authentication methods are also used 

when someone attempts to change registered account information to ensure that the account 

settings can only be changed by the registered user. 

Examples would include: 

• Use of bank card (something the user has) and PIN (something the user knows) 

• OTP (One time PINs) - if the user is logging in to an application, the application may send a 

one-time code via an SMS to a registered mobile phone or to a registered email address. 

Security is based on the assumption that if the person logging in has the registered mobile 

phone or is accessing the registered email, then the person must be the registered user. 

• Security Questions - if the user is logging in to an application, the application may include 

the challenge-response approach where the user has to answer a security question. 

Security questions and answers will have been setup and recorded during subscriber 

enrolment. To increase security, the question asked can be randomly selected from a bank 

of questions. This approach is sometimes combined with other factors for sensitive or high 

risk transactions., for which the answers were predefined by the registered user, to 

determine if the person logging in is actually the authorised user. This approach is 

sometimes combined with other factors for sensitive or high risk transactions. 

Multi-factor authentication 

Use more than two factors to enhance protection. Example may be: 

• Requesting to change a PIN may require bank card (something the user has), old pin 

(something the user knows), as well as perhaps fingerprint (something the user is) 

Service providers decide on the level of authentication they require when authenticating your 

identity. High risk financial transaction services demand high levels of security when 

authenticating. Subscription services for accessing the latest news may require only basic 

authentication as the risks are low. 

2.2.3 Key points 

• We each have multiple identities in the real world and online 

• Identities are used to gain access to services and resources 

• Identities must be shown to be authentic to confirm we are who we claim to be 

• Online, authenticators are used to verify identities 

• Authentication security levels must match the risks 
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2.2.4 Digital assessment 

 

 

What have we learnt and understood  

 

Testing our own understanding on what we have been exposed to is 

important. Remember to do the section assessment after completing the 

section content, readings, tasks and other activities.  

 

2.3 INTRODUCTION TO IDENTITY THEFT 

Section 

overview 

Why would anyone want to steal my identity? What would their motives be? As 

we embrace online services, more of our personal information records are 

stored online. As a result of pervasive networks and online application services, 

information can be leveraged for a variety of reasons. In the wrong hands, our 

information can be used and result in financial losses, reputational damage, and 

loss of service benefits. Our information is of value to us, but also to others. 

Time Estimate 30 minutes 

2.3.1 Why steal an identity 

Discussed earlier, we indicated that identities are the key to gaining access to services and 

resources. Anyone who can present themselves as us, and satisfy the persons or processes used 

to authenticate our identity, could get authorised access to our services and resources. 

 

Let us consider some motivations a person presenting themselves as us could have. 
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FIGURE 6: WHY STEAL YOUR INFORMATION OR IDENTITY 

Data harvesting 

Knowledge facilitates impersonation. The more someone knows about you, the more they are able 

to appear as you. Gathering information about you, your family, your contacts, your interests, your 

activities, your movements, your commercial relationships, and your financial status is useful to 

someone with malicious intent. Your information, and the information of many others, is stored in 

databases online.  

Data harvesting is the gathering of bulk data, perhaps simply usernames and email address or 

phone numbers, to build a base for further information gathering. You can be used as a 

springboard for gaining access to others and their information. 

By gaining access to a device using the device identity and authenticator, all information on your 

device may be harvested. 

By gaining access to your email identity, the information your email archives hold can be 

harvested. The impostor can now access all your online emails, read and access any information 

recorded in the emails including file attachments, bank statements, utility accounts, creditor 

statements, travel records and plans etc. This information may assist in providing clues relating to 

finding out identities used for your other online services. 

Why	Steal	Your	Information	or	Identity
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Service entitlement 

Online services that you have subscribed to, entitle you to certain benefits. These benefits may be 

related to entertainment services, government, educational, social, commercial or transport 

services. Use of these services by others appearing as you, may result in you having less or no 

service access. 

Service profile changes 

Hijacking of an online service can occur when someone, acting as you, changes your profile 

making it impossible for you to take control. The other person continues to use the service and you 

have no way of getting back control.  

Cyber-Bullying 

Also known as online bullying, cyber-bullying is any form of bullying behaviour or harassment that 

takes place using digital devices. 

Bullying occurs when a person is repeatedly targeted using social media sites, and other online 

interaction and messaging services.  

Stalking, repeatedly harassing and intimidating, and even excluding individuals from groups can be 

seen as cyber bullying. Cyber-bullying includes sending, posting or sharing mean, perhaps false, 

negative and potentially harmful content about others that leads to embarrassment or humiliation. 

The impact of cyber bullying may be initiated online but extend to real-world social outcomes 

including peer pressure and social exclusion. 

Common amongst teenagers and young adults, this behaviour can also be done anonymously. 

Potentially, cyber-bullying can be considered as criminal if the behaviour is unlawful. 

Reputational damage 

Posing as you, and posting inappropriate information online on social media sites, can harm your 

reputation. This could damage your credibility and jeopardise your career, family or social 

environment. 

Sending emails that look like they originated from your personal or business account can also do 

damage to you social and business relationships.  

Financial impact 

Using your identity to successfully access your financial services allows someone to transact on 

your behalf. Buying online, transferring funds, using credit services and doing credit purchases can 

harm you financially. 

 



 34 

 

This could be achieved through the use of your bank cards, or cloned cards in the real world and 

your card information online, or accessing online banking services using your identity. 

Scenarios that could result if someone took your identity: 

• Access your online banking services, change your profile, manipulate funds, transfer cash 

out of accounts etc. 

• Access your services at retailers where you have accounts. Purchase goods on credit and  

2.3.2 How identities are stolen 

Profile Building 

Information that may on its own not appear to be information that is valuable, when combined with 

other information can be used to build a personal profile. Knowing a person’s profile can help 

answer security questions, and facilitate someone acting as that person.  

Where information is kept determines how it can be accessed. Different strategies may be followed 

to gain access to information that can assist in profile building and ultimately identity theft. 

Information is distributed. Some information is kept as a physical record, some as an online record 

and some as both.  
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FIGURE 7: HOW IDENTITIES ARE STOLEN 

Physical records 

You probably have a number of physical documents that you perhaps keep at home. These could 

include: 

• Identity documents, Driver’s Licence, Passport 

• Bank cards 

• Social benefit cards 

• Educational qualifications 

• Bank statements 

• Account statements (retailers and utilities) 

• Medical records 

• Insurance Records 

• Contracts 

Some of these records must be kept, others not. How do you protect them from damage or theft? 

How do you dispose of documents when you no longer need to keep them?  

How	Identities	are	Stolen

i
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Information can be physically stolen by intercepting delivery, theft from your home, office, bag or 

vehicle, and even from waste disposal. 

Information can be electronically stolen by using mobile phone cameras to capture documents that 

are left accessible. By photographing for example the two sides of your bank card, a person can 

use this information to shop online at your expense. 

Focus in later sections will cover Bank Card usage, risks etc. 

Personal devices 

Personal devices include any mobile phones, tablets, laptops and computers that you use. These 

devices have your information on them. Do you secure the devices effectively?  

Theft of a device may result in access to all your information on that device. If someone gets 

access to your device, can they access all your services? 

Information can also be stolen from your device without stealing the device. When working on 

public networks or using Bluetooth services your device may be vulnerable to access by others. 

Shared devices 

Using devices that belong to others introduce some additional risks. Computers and other devices 

that belong to a friend or colleague, are located in computer lab, library or internet café are not 

under your control. When working on these devices you leave a trail of information that can be 

accessed by others. Are you diligently ensuring that no information trails are left behind, no 

services left logged in to? 

Social media content 

Social media services encourage us to share information freely. Tools allow you to easily share 

what you do, where you go, what you saw, who you were with, what you believe and what you 

care about. This information generally ends up in the public domain for all to see and do with what 

they please. 

You are being followed by others and are encouraged to believe this is a good thing. Do you know 

who is following you? Do you know who all the members of your groups are? 

Over time, you build up and share a profile of yourself for all to see. This assists those who wish to 

target you and steal your identity. 

Online service content 

Online storage is as good as free. Why invest in your own storage on your own systems when you 

can have it all online and get to it from anywhere, anytime? So can others if you are negligent. Are 

you sharing your online content with others, and if so is it being done securely? Plenty of services 

offer shared storage areas for collaborating in business or within social circles. 

Network access to content 
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Mobile network service providers charge for data. Wi-Fi hotspots enable us to use data at no 

charge. What price are we paying? Public networks, may expose us to eavesdropping, where 

people we do not know intercept our communication and perhaps gain access to our devices while 

we use public networks to access services on the internet. 

Bluetooth services allow you to share content with our friends. Are you controlling access to your 

mobile device effectively? 

2.3.3 Key points 

• Information is more valuable when put together as a personal profile than as individual bits 

of information 

• The risk of having your identity stolen increases the more you share information 

• Data harvesting precedes identity theft. The data harvested is used to build profiles that 

assist in identity theft. Physical and online data can be harvested. 

• Physical devices, public networks and online services can all enable identity theft risks 

• Identity theft can cause financial and reputational damage, and loss of service access. 

2.3.4 Digital assessment 

 

What have we learnt and understood  

 

Testing our own understanding on what we have been exposed to is 

important. Remember to do the section assessment after completing the 

section content, readings, tasks and other activities.  

 

2.4 BANK CARD SECURITY RISKS AND PREVENTION 

Section 

overview 

Today, we carry ‘cards’ for many purposes. We may have a VISA or 

MasterCard card linked to our bank, a SASSA card for social grants, or other 

specific transaction cards. To what extent are we at risk if a card is stolen? Is 

there enough information on the card for it to be used without further controls? 

What are the risks faced in terms of using bank cards and how can we minimise 

or prevent those risks? How do we secure our bank cards and ensure they 

cannot be used by others? 

Time Estimate 20 minutes 
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2.4.1 Physical use of bank cards 

Debit and credit cards have been in use for more than 50 years, auto teller machines (ATMs) for at 

least 40 years, and online shopping was introduced more than 20 

years ago. What are the risks associated with bank cards and how 

can we manage them? 

We carry these with us personally, use them at stores, draw cash at 

ATMs, and may also shop online. 

Each of the ways in which we use the cards has some risk 

associated with it. 

Where is information kept, and what information is kept on the card  

Physically the card has a magnetic strip on the back, and may have a ‘chip’ if it is a smartcard. 

Information is stored on tracks in the magnetic strip, and on the smartcard chip. This includes 

information about the cardholders account: 

• Full name 

• Card number (linked to issuing bank’s account number) 

• Expiry date of card; and  

• Card verification value (CVV). This is used for fraud protection in card-not-present 

scenarios 

This information is also embossed or printed on the card for all to see. 

How is information captured from the card? 

Historically, manual card imprinters were used and transaction slips were sent to the bank for 

processing. Customers signed each transaction for verification purposes.  

Today, ATMs, point of sale (POS) terminals, and even mobile phone connected accessories are 

used to scan cards: 

• If a card is ‘swiped’, information is scanned off the magnetic strip by the POS terminal. 

• If a smartcard card is ‘inserted’, the information is scanned off the chip by the smartcard 

scanner or POS terminal. This is more secure than magnetic strip scanning as a one-time 

transaction codes are added to the transaction data. 

• If a card is ‘tapped’, the information is transferred from the chip using near field 

communication (NFC) to an NFC enabled POS terminal. “Tap and Go” eliminates the 

potential for traditional approaches to card skimming.  

In all cases, card data is combined with transaction information and authorised for processing. At 

some point in the transaction the customer may be asked to enter an authenticator (something he 

knows, a PIN for example) to verify identity. 

The requirement for an authenticator may depend on bank and merchant conditions. For low value 

transactions, there may be no request for an authenticator. For higher risk transactions there be a 

call for an authenticator or even personal identity verification (ID document etc.).  
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2.4.2 Online use of bank card information 

Online commerce has grown to be larger in value than in-store commerce in certain markets. The 

convenience of online shopping and trading is a core competitive advantage for merchants and 

popular with consumers. 

Shopping online 

To purchase online using a debit or credit card, you are expected to have the information that 

relates to the card account. Some service offer to capture and store the details for your 

convenience, allowing to shop without having to enter card details for each transaction (this is 

discouraged). 

When doing online transactions, the physical presence of a card is not required. Information, as 

contained on the card is. This information is typically the card number, account holder name, 

expiry data and the CVV. All of this information could be provided if known, without needing to 

have a card present. 

Depending on the service being used, different levels of authentication may be required before 

authorising access to the service. 

Internet Banking 

This is not really directly related to you bank card. To do online banking your access your bank 

account directly and authenticate yourself directly with you accepted bank credentials and 

authenticators. 

2.4.3 Bank card risk Prevention 

Risks of physical card use: 

• Card information can be recorded – handing the card to another person allows them to see 

and record the information they need for using card details online. This can be 

photographed or written down for later use. 

• Card can be replicated or cloned – card skimmers capture information on card and this is 

used to reproduce a card. The person processing the transaction can knowingly, or 

unknowingly skim the card. In some cases, the ‘skimmer’ is a standalone mobile device 

which the person inserts the card into. This can be done by waiters, petrol attendants and 

other service personnel without being noticed. Continuing their service delivery by then 

processing your card as normal using the POS terminal, you will be unaware of the card 

skimming. In other cases, particularly in ATMs, a third party inserts a skimmer into the card 

slot. Some skimmers allow the transaction to complete and they recover the skimmer at a 

later time. If the skimmer prevents the transaction, many consumers, on experiencing 

problems, assume an ATM fault and go in search of another ATM. The skimmer has now 

captured your information, and in some cases even your PIN. Hidden cameras, or human 

observers may also note you entering your PIN.  
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• Card can be stolen. This may be an obvious theft, or a theft that appeared to be someone 

assisting you and taking your card without being obvious. 

• Hidden cameras, or human observers may also note you entering your PIN.  

Risk Prevention: 

• Do not leave card where it can be seen or stolen 

• Insert, swipe or ‘tap’ the card yourself 

• If you need to have someone process your card, do not let it out of your sight 

• Ensure nobody knows or sees you enter your PIN 

• Be on your guard if anything unusual occurs during a transaction 

• Immediately contact your bank and cancel card if card lost or stolen 

2.4.4 Key points 

• Bank cards, can easily be stolen, or have information on the cards captured 

• You need to protect your card and ensure it is always on your person, in sight, or secured 

• You do not need to have the card to do online purchases, the CVV is the key data needed 

2.4.5 Digital assessment 

 

What have you learnt and understood  

 

Testing our own understanding on what we have been exposed to is 

important. Remember to do the section assessment after completing the 

section content, readings, tasks and other activities.  

2.5 DEVICE AND APPLICATION RISKS AND PREVENTION                                 

Section 

overview 

With us using more mobile devices, we are on the move and want to connect to 

the internet where we can. Devices are at risk of being lost or stolen. There is 

also a risk of our devices being access by others and that they may gain access 

to applications and data. 

Using public networks is an affordable way of getting to our internet services. 

Are we exposing ourselves to risks when doing this? How can we protect our 

information when mobile and connected? 

Time Estimate 20 minutes 
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2.5.1 Device access risks and Prevention 

You use your device, smartphone, tablet, or computer to run applications and access internet 

services. These applications and internet services are working with your information and storing 

data. If you can access your applications and internet services, you can see your information and 

data. 

How do you prevent someone else from accessing your device? There are a few points to 

consider: 

• If the device is not with you, is it locked up and safe from being physically accessed by 

others? 

• If the device is physically accessible to others, can others turn it on, and access your 

applications and data? 

• If the device you use is a shared device, are the applications you use and the data you 

work with accessible to others when they use the device? 

• Do the applications and internet services you use have their own security? 

 

FIGURE 8: DEVICE AND APPLICATION RISK MANAGEMENT 

Physical device access 

Device	and	Application	Risk	Mitigation

Password	Screen	Locks	– Application	Passwords	– Physical	Security
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Physical security of a device is important. Devices, mobile devices in particular, can easily be lost 

or stolen. You need to ensure that if your device is stolen, access to your applications and internet 

services, as well as all your data is protected. 

Device risk Prevention 

• Physically secure devices when not in your possession 

• Use ‘soft-lock’ features to secure your device when turned on, or inactive 

• Use application specific security features where available 

• Use operating system user accounts or profiles or shared devices 

2.5.2 Application access on your device 

Operating systems (Windows, OSX, Android, and IOS) offer the opportunity for users to lock their 

device when it is inactive. This is a ‘soft-lock’ that prevents access when the device is powered on 

or inactive for a certain time period. By setting up your device to detect when you are inactive and 

automatically lock the device, you can prevent others from working on your device. To unlock 

access to the device, the person must enter an accepted username and authenticator(s). 

Your username on the device may be displayed or known. You should control the security of your 

authenticator(s). If you use a password, make sure it is a strong password that nobody else knows 

or can guess. Some devices enable you to use your fingerprint as the authenticator. This is more 

secure than a password. Some devices use a pattern recognition system as opposed to a 

password. Choose an approach that you believe offers the best security. 

If the applications and internet services you use offer their own security, this is a good option to 

prevent specific access should someone be able to access the device, or if the device was for 

some reason not locked. 

2.5.3 Application access on shared devices 

If a device is used by multiple users, the operating system may support user accounts. If each user 

has their own account, they can customise their workspace and ensure that their applications and 

internet services are separate from other user profiles. This is a good idea and offers more 

protection of your data. A system administrator can however access all user profiles, accounts and 

data. Ensure that the system administrator is a trusted party.  

2.5.4 Internet browser specific risks 

You use an internet browser to access application services on the internet. These services may 

give you the ability to access email, search for information, interact on social media etc. 

When using an internet browser, your activity is recorded. There are a few ways in which this takes 

place: 
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• The browser keeps track of all sites pages you visit. This is your browsing history.  

• The browser also attempts to learn about you and give you a customised service. By 

keeping track of your activities, areas of interest and habits, the information is used to 

predict what you may be interested in and to offer you content that may be related to your 

interested. 

• Internet browsers allow users to have their own personal profile. This allows users to 

organise internet services and content using tabs and bookmarks and to provide a 

structured way of using the internet. Having a personal profile that you login to, manage 

and customise, allows you have a common experience across multiple devices. 

• Internet browsers allows for website developers to install cookies, pieces of active code, 

that can monitor and record your activities, keystrokes, and some even offer to remember 

your usernames and passwords to make it easier for you. 

• Internet browsers may allow you to access the internet without updating the history file. 

This enables you to work ‘incognito’. Although locally the trail of activity won’t be logged, 

this does not mean that the services you access won’t be logging and keeping records on 

their own service platforms. 

 

While all of the above motivations for keeping track of you are possibly well intentioned, there are a 

number of risks that arise. 

• Anyone using the browser after you can see what you have been doing by reviewing 

browsing history 

• If you have not logged out of your profile, all your settings, tabs, personal cookies etc., are 

open to be used by others and they can now access your services and the service 

providers will see it as you accessing the services. 

When accessing application services over the internet, you receive information from, and you send 

information to the service application. This information can be transferred ‘in the clear’ or 

‘encrypted’ depending on the service providers site security.  

It is possible for your traffic to be monitored as it flows to and from the service providers site. If 

information is ‘in the clear’, anyone that can see the traffic flow can see exactly what is being 

transferred. This could include sensitive information. 

When accessing high risk sites, where information is private and confidential, you should always 

make sure the site is transferring information securely. This can be done by checking the site’s 

address or URL (universal resource locator) that shows in your browser address bar. The site must 

indicate ‘https://…” as part of the address, or it must show a padlock symbol indicating transfers 

are encrypted as shown in the example below: 

 

When accessing general internet sites, where you are simply consuming data in the public domain, 

security is not a major issue. The address of the site may indicate ‘http://…’ without the secure 

confirmation: 

 

The browser may, as in the example above, give a warning indication that the site is not secure, 

and provide some guidance: 
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Internet browser risk Prevention 

• Always be aware if the site you are accessing using secure encryption (https://…) 

• Don’t do high risk transactions on public networks 

• Don’t do high risk transactions on shared devices 

• Also logout of any services you access before leaving a device 

• Clear out the history files and cache after browsing on a shared device 

• Don’t allow cookies to capture sensitive information (usernames and authenticators) 

You have the ability to change your browser settings to prevent risks: 
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FIGURE 9: BROWSER SETTINGS TO PREVENT RISKS 

2.5.5 Key points 

• We each have multiple identities in the real world and online 

• Identities are used to gain access to services and resources 

• Identities must be shown to be authentic to confirm we are who we claim to be 

• Online, authenticators are used to verify identities 

• Authentication security levels must match the risks 

2.5.6 Digital assessment 
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What have we learnt and understood  

 

Testing our own understanding on what we have been exposed to is 

important. Remember to do the section assessment after completing the 

section content, readings, tasks and other activities.  

 

2.6 NETWORK RISKS AND PREVENTION 

Section 

overview 

With us using more mobile devices, we are on the move and want to connect to 

the internet where we can.  

Using public networks is an affordable way of getting to our internet services. 

Are we exposing ourselves to risks when doing this? How can we protect our 

information when mobile and connected? 

Our devices support multiple types of network connections. Bluetooth is an 

example of personal connections and is often used for transferring information 

between friends. How does this put us at risk? 

Time Estimate 20 minutes 

 

Very little of what we do on our computing devices is done in a standalone manner. We use 

emails, communicate and interact using social media, search for information and access 

application services provided over the internet. All of these activities are only possible if we are 

online, connected to the internet, while using our applications. 

Internet connections 

So, how do we connect to the internet? The internet is a collection of interconnected networks. To 

connect to a network there needs to be an interconnection that allows us to go from our local area 

network (LAN) environment and join use to the wider area network (WAN) environment. 

There are three primary ways that modern devices connect to the internet: 

• Mobile data networks – each cellular operator acts as an internet service provider allowing 

us to use cellular data services to connect to the internet 

• Wi-Fi networks – at home, at the office, in educational centres or in public locations, Wi-Fi 

‘hotspots’, or Wi-Fi access points enable us to connect using and use the hotspots internet 

connection for our purposes. 

• Local area network (LAN) connections – at the office, we may use Ethernet connections to 

connect to a LAN that our companies have connected to an internet service provider for our 

use. 
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Our devices have all got networking capabilities. Each device supports one or more of the 

following connections: 

• Wi-Fi connection 

• Ethernet connection 

• GSM cellular data connection 

• Bluetooth connection 

Wi-Fi and Ethernet are local area network connections. Cellular data connections are wireless 

WAN connections. All three of these connections can be used for internet access. 

Bluetooth is for connections that are personal, used typically for connecting personal devices or 

sharing data between users of mobile devices. Bluetooth is not typically used when connecting to 

the internet. 

Connection via public Wi-Fi networks 

Using public Wi-Fi networks is an affordable way of getting to our internet services. Are we 

exposing ourselves to risks when doing this? How can we protect our information when mobile and 

connected? 

When connecting to a ‘hotspot’, we can see if the network is secure or not. A Wi-Fi network may 

open or secured. Secure may simply mean that all users will need to provide an authenticator 

(password or key) to gain access. The fact that the network requires a password does not mean 

your data is encrypted when transferred. It is possible for someone to sit in the Wi-Fi area and 

‘snoop’, observing your traffic and gathering potential useful information from you.  

Generally, public networks are not secure. If you wish to access services that cause sensitive 

information to be transferred (username and password, bank account information or transactions), 

it is safer to use your own private cellular connection.  

Also note that we are able to configure our devices to share information and resources, and even 

allow remote access and control. If these setting are enabled, and we connect to public networks, 

we open ourselves up to the risk of someone else gaining access to our information over the 

network connection. 

Connections using Bluetooth 

If your device allows connections over Bluetooth, others can attempt to gain access to your device 

and data. Bluetooth is commonly used between friends to share music, photos and other 

information with each other. If you leave your Bluetooth active, you are at risk. 

2.6.1 Network risk Prevention 

Public Wi-Fi risk Prevention 
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• Make certain you are connection to the correct network. Some hackers put up false 

hotspots with very similar names, and then gather your information as you attempt to 

access internet services 

• Use secure networks with encrypted data transfers 

• Ensure all internet access is via sites that are secure (https://…) as this ensure data flows 

are encrypted 

• Avoid doing high risk transactions or sensitive work in a public environment 

• Turn off ‘network discovery’ of your device 

• Turn off ‘sharing’ of your device resources when connecting to public networks 

• Ensure your device always prompts you before connecting to a previously known network 

• Forget the public networks you connect to when you leave the Wi-Fi hotspot 

Bluetooth risk Prevention 

• Turn Bluetooth on when required and off immediately when no longer required. 

• Avoid using Bluetooth in open public spaces 

• Turn off ‘sharing’ of your device resources to ensure you are in control of all access to your 

device and information 

2.6.2 Key points 

• We connect to multiple networks to reach the internet and gain access to our online 

services 

• When we connect to a network our device may be vulnerable to attacks 

• We need to manage the settings on our devices and services to ensure we are aware of 

when we are sharing our information, and who we are sharing it with 

• is only shared with others, under our control and with  

2.6.3 Digital assessment 

 

 

What have we learnt and understood  

 

Testing our own understanding on what we have been exposed to is 

important. Remember to do the section assessment after completing the 

section content, readings, tasks and other activities.  
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2.7 SERVICE PROVIDER RISKS AND PREVENTION 

Section 

overview 

Facebook, WhatsApp, Instagram, google drive and email applications are 

example of services we may use regularly. We may take it for granted that our 

information is in safe hands, without giving a thought to the risks of using 

internet hosted services. 

What risks are there in terms of our private and confidential information falling 

into the wrong hands? 

Time Estimate 20 minutes 

 

2.7.1 Service provider data breaches 

We subscribe to many services online. For each of these services we have an identity, and 

authenticator(s) to prove our identity when accessing the services. Each of these service providers 

stores our information to enable them to check we are who we claim to be when authenticating. 

How secure are the service provider records? What is someone gained access to the service 

provider records for hundreds, thousands, or even millions of subscribers?  

Service provider systems can be accessed over the internet and may be vulnerable to attacks 

aimed at gathering information or disrupting services. This would be considered a data breach. 

Service providers must ensure our records are safe and eliminate the risk of data breaches. Even 

if the information leaked or accessed during a breach does not include your password, other 

information about you could be used to build a view of your personal profile and put you at risk. 

Even if information is encrypted during transfer from your device to the service provider, and your 

information is encrypted in their storage, you may still be at risk as a result of your service 

providers’ policies. 

2.7.2 Service provider policy risks 

What are the policies of your service providers with respect to sharing your information with other 

parties? 

Each service provider has terms and conditions of privacy. When you subscribe to a service, and 

accept the terms and conditions, you may be giving the service provider permission to use your 

information.  

Most service providers’ terms and conditions allow them to use and share your information within 

their organisation, group of companies, and even with other outside parties as they deem 

necessary to optimise their services to you.  

 

The service providers may also change the terms and conditions without consulting subscribers. 
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2.7.3 Service provider risk Prevention 

Service provider data risks 

To minimise the risk of service provider data breaches, you should be aware of the level of data 

security your service providers offer: 

• Ensure all services you use are supporting encrypted transfer of passwords (https://…) 

• Ensure all services providers encrypt your stored information on their systems and do not 

keep your information ‘in the clear’. 

Service provider policy risks 

To minimise service provider policy risks, specifically the disclosing or sharing of your information 

with others: 

• Read and understand your service providers’ terms and conditions 

• Familiarise yourself with the control the service provider gives you in terms of what 

information of yours can be shared 

• Apply privacy controls that are available to you to restrict what you share, and what the 

service provider can do with your information 

• Assess the risks and decide if using the service is worth the risk 

2.7.4 Key points 

• We each have multiple identities in the real world and online 

• Identities are used to gain access to services and resources 

• Identities must be shown to be authentic to confirm we are who we claim to be 

• Online, authenticators are used to verify identities 

• Authentication security levels must match the risks 

2.7.5 Digital assessment 

 

What have we learnt and understood  

 

Testing our own understanding on what we have been exposed to is 

important. Remember to do the section assessment after completing the 

section content, readings, tasks and other activities.  
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2.8 DATA RISKS AND PREVENTION                         

Section 

overview 

Data is captured, stored, transferred between systems and shared in various 

forms. Database records, documents, images, audio and video recordings are 

all examples of data stored on your devices as well an on service provider 

systems.  

The key question is who has access to this data and how is it protected from 

unauthorised access? 

 

Time Estimate 20 minutes 

 

In its raw form, data may be unintelligible. Using appropriate application and tools to analyse and 

interpret the raw data, turns it into information that makes sense. Applications we use know how 

the data is stored and can extract the raw data and present it to us in a way that makes sense. 

By way of an example, raw data stored on a service provider’s system, could include transaction 

records based on sales at stores within a retail chain. The records may contain customer account 

numbers, store codes, product codes, quantities, amounts, dates etc. This data may not appear to 

be meaningful unless it is cross referenced with other data and can be presented as a transaction 

done by a particular person, who bought a particular item, in a particular store at a particular 

location at a specific time and date. Now you know where the person was at a particular time, what 

their product choices are, as well as where and when they choose to shop etc. You may also 

discover how they prefer to pay, who they bank with, and perhaps even their banking details. 

All of this data may have been captured in one location on one system (point of sale terminal in a 

store), and then transferred to a central data storage system (retailer central database) at a 

different location, over one or more networks. The data may remain on the point of sale device for 

archive and recovery purposes, and also to allow for standalone operation of the point of sale 

should there be a network problem between the store and the retailers central operations. 

Is the data secure in store? Is the data secure at the central location? Was the data securely 

transferred during payment processing and when in transit between local and central systems? 
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FIGURE 10: DATA RISKS AND PREVENTION STRATEGIES 

2.8.1 Data storage risks and prevention 

Wherever data is stored, it is at risk of unauthorised access. This includes data on your devices, 

and devices at any of your service provider processing points (in stores, distribution centres, 

payment processing centres, central operations etc.). 

How is the data stored? How is it protected? 

Data on your devices 

All our devices offer us the chance to store our data as local content. The data may be stored in an 

application specific format, accessible only through the particular application. Data may also be 

stored in standard formats that can be read by many applications, or as readable text. 

Examples of data stored locally includes out personal profile data, our contacts, calendar, notes, 

messaging records, email records etc. 

Should we lose our devices, or should our devices be accessed by other parties, the data may be 

accessible and result in private and confidential information falling into the wrong hands. 
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Managing our devices is our responsibility. We need to protect our data from being accessed by 

others. There are a number of ways in which we can manage this: 

• Always use a device specific login name / PIN code to lock and prevent casual access to 

your device.  

• Use the auto-lock function on your device to force the entry of your credentials should the 

device be inactive for a while (a few minutes). 

• Where appropriate have application specific security. Some applications, particularly those 

dealing with important information, may allow you to only use the application if you know 

satisfy the application security checks. 

• Some applications allow you to save files using password protection. This is extra security 

you may use when creating sensitive documents or files. 

• Files systems on our devices may store data unencrypted, or encrypted. Your device may 

allow you to determine if you want your data encrypted when it is stored on the device. If 

encrypted, anyone accessing your device must be able to login and perhaps know a key in 

order to access the data. This should prevent exposure of your data should a third party get 

access to your device physically, but not be able to login as you.  

Consider using the above guidelines individually or in combination. Make sure that you are using 

suitably complex passwords, and that you do not use one password for all levels of security. 

Data on your service providers’ devices 

Our data is not only stored locally on our devices. If we use email services, our email records are 

possibly maintained on the internet by our email service providers. Email is a high risk service as 

we often attach key documents to emails and these documents may contain personal and financial 

information. 

The same is true for all other web-service applications. If we use online services for social media, 

documents, notes, and other purposes we are placing our information and data onto systems that 

are hosted and managed by third parties. Using services that offers us “online storage of 

documents” means that our key content is now under someone else’s control. 

We need to understand what the privacy and security management policies of our service 

providers are, and what processes they have in place to protect our information. When we accept 

the terms and conditions of use, we often give service providers the right to access, and even 

share our information. We also give service providers the right to observe us, monitor our activities, 

track our habits, and build up profiles on ourselves. 

We also need to understand what assurance is given regarding backups, and availability of access 

to our data. Do we have the ability to take our data off the platforms and remove all records? Do 

we maintain ownership of all our data, or do we transfer ownership by using service provider 

systems? 

Check whether information stored by the service providers is stored in an encrypted format or not. 

You do not want unauthorised access to your information. 
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2.8.2 Data in transit risks and prevention 

When accessing application services over the internet, you receive information from, and you send 

information to the service application. This information can be transferred ‘in the clear’ or 

‘encrypted’ depending on the service providers site security.  

As with access to stored data, any data flowing across networks can be intercepted by others. If 

intercepted, it is important to know whether the data is encrypted and safe, or whether it can be 

interpreted by others. 

For example, when accessing web-sites, it is possible to see whether your information will be 

encrypted in transit from your workstation to the web server. If the site is supporting encryption, the 

web address (URL) will be https:// followed by the web server details. A site that does not encrypt 

data in transit will be http:// without the ‘s’ for secure. 

If you are entering personal and confidential information on a web-site, always make sure it is 

secure. If not, your information can be intercepted. 

2.8.3 Key points 

• We each have multiple identities in the real world and online 

• Identities are used to gain access to services and resources 

• Identities must be shown to be authentic to confirm we are who we claim to be 

• Online, authenticators are used to verify identities 

• Authentication security levels must match the risks 

2.8.4 Digital assessment 

 

What have we learnt and understood  

 

Testing our own understanding on what we have been exposed to is 

important. Remember to do the section assessment after completing the 

section content, readings, tasks and other activities.  
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2.9 INFORMATION SECURITY RISKS AND PREVENTION                         

Section 

overview 

Any information that may assist in better profiling you is gathered by persons 

wishing to exploit you. Learning more about you enables another person to 

better emulate you, and even replicate your authenticators through analysis, 

guesswork and deduction. Working out your passwords, answers to security 

questions, and information relating to your family, friends, associates and 

interests. 

 

Where you go, where you shop or work may be tracked through monitoring and 

analysis of location data. What you post about yourself, or share in your online 

profiles, provides information threads to follow 

Time Estimate 20 minutes 

2.9.1 Online Information gathering strategies 

There are numerous ways in which online information can be gathered. Some of these strategies 

focus on: 

Privacy in exchange for function and services  

We want the benefits of using a service, so we may give permission to access our information. In 

reality, we are often responsible for our information getting into the public domain. We give away 

our privacy in exchange for use of social media services and other common applications and 

utilities (email, maps, search engines etc.). 

In some cases, we may use a ‘suite’ of application services from one application provider. When 

we accept terms and condition of use, for example those of Google or Facebook, we grant 

permission to access and use our information as they see fit for providing us with ‘a better service’. 

This may mean they can track our location information, contacts, friends, interests etc. 

Phishing 

Requesting information from us, while posing as a person who we may consider entitled to request 

such information. In an email, or message, pose as a representative of a retailer, bank or other 

institution and request confirmation of account numbers, passwords, PINs etc. 

Active Content Risks 

Web-browsers can have active code (Cookies that are active for a single session or persistent 

after a session, scripts etc.) that execute on your device. This code can track keystrokes, activity, 
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interests and pass the information back to another device on the internet. In some cases the active 

content could even extract data from databases on your device (contacts, other files). 

Application Usage Risks 

We are not always aware of how the applications we use actually work. We ‘trust’ application 

developers to be well intentioned and respectful of ourselves as users of their software. In 

particular, where we use free applications, we should reflect on why the applications are free. Are 

these application perhaps gathering information without our knowledge? 

2.9.2 What information is at risk 

Information targeted includes information about you, and indirectly through you, information on 

others that you interact with.  

Information about you 

Any information that may assist in better profiling you is gathered by persons wishing to exploit 

you. Learning more about you enables another person to better emulate you, and even replicate 

your authenticators through analysis, guesswork and deduction. Working out your passwords, 

answers to security questions, and information relating to your family, friends, associates and 

interests. 

 

Where you go, where you shop or work may be tracked through monitoring and analysis of 

location data. What you post about yourself, or share in your online profiles, provides information 

threads to follow. 

Information you have about others 

You can act as a stepping stone, by providing information that gives access to a broader, 

targetable user base for exploitation purposes. 

 

You have information, phone numbers, email addresses, home addresses, photographs and other 

information on people in your contacts database, as friends on social media services etc. Granting 

access or accidently allowing access to your records is not fair to those whose information you 

have. Did they give you permission to share their information with others? How would you feel if 

your information is being shared without your permission?  

 

By having your location and activity information in the public domain, you are at risk of sharing 

information, not only about yourself, but also information about those you engage with. People who 

have common interests, were mentioned or photographed as being in the same location as 

yourself. People referenced in your workplace or have links to your business, or professional 
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history may be exposed. How do you feel if photographs or information about you are in the public 

domain, being shared without your permission or knowledge? 

2.9.3 Information risk Prevention 

There are a number of ways you can prevent or minimise the risks of information exposure. 

What should I share 

Perhaps the best place to start is to think about what you should and should not be sharing. If you 

have given this enough thought, you will be more aware of the risks you face when going about 

your everyday online activities. 

Who should I share information with 

Consider who you should share information with. You have different ‘disclosure boundaries’ 

depending on who you are interacting with. You will share different information with your wife, your 

boss, the shopkeeper, and strangers you engage with when commuting.  

Have a clear picture of what you are prepared to share in each of the scenarios and online 

environments you are engaging in. 

Managing Location Tracking 

On your devices, PC and mobile, take charge of the exposure of your location information. Only 

enable location tracking for applications that you trust, and applications that are location dependent 

(maps while navigating). Why allow application tracking for general applications (web-browsers, 

social media services, your camera etc.) 

A photograph that you share on WhatsApp or Facebook will contain information about where you 

were, on which day and at what time the picture was taken unless you disable location tracking on 

your camera devices (smartphone etc.) With facial recognition services being integrated into online 

service applications, you may not even be aware that the people in your photographs are now able 

to be recognised and tracked, and you are responsible for having enabled this. 

Sharing Financial Information 

No banking services should ever ask you to share for you banking details online or over the phone. 

Your password, and PINs should only ever be known by you. Emails and phone calls that ask for 

this information are likely to be from other parties, and not the bank. 

Perhaps consider requests made for this information online as similar to how you would handle 

such an enquiry if a stranger met you in the street and ask for the information. How do you know 

who the person requesting the information is, and whether it makes sense to give them the 

information? As a general guide, do not share information unless you initiated the conversation 

and you have assured yourself the person you are dealing with is the right person to engage with. 
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If anything looks suspicious, ignore it, delete it, do not respond or enter into discussions or 

interactions. If any financial institution really wants to get hold of you, they have your details. Your 

job is to ensure your records are up to date. You are in control of your authenticators (passwords 

and PINs, email address, phone number etc. Keep your profiles up to date yourself.) 

Guidelines for risk management 

Managing online profiles 

If any online service provider really wants to get hold of you, they have your details. Your details 

are in your profiles. Your job is to ensure your records are up to date. You are in control of your 

online profiles and authenticators (passwords and PINs, email address, phone number etc.). Keep 

your profiles up to date yourself. 

Make sure you have a good password and PIN strategy. See the section on Password risk 

Management. 

Identifying ‘phishing’ and malicious activities 

We receive high volumes of emails and messages. Inherently we would like to trust everyone who 

contacts us and engages with us. Unfortunately, the digital world has enabled access to us by 

those we do not know and are often unable to verify their identities. 

Look out for emails and messages that are suspicious. If information is being requested from you, 

be alert and ask if this is a normal request that can fairly be expected. If you have not initiated the 

conversation, and it comes as a surprise, be very cautious. 

Phishing emails look authentic. The email name address appears to be ok, but if you check closely 

the underlying email address will likely look odd, or have one or characters that do not match the 

institution represented. In many cases the person with malicious intent has even copied images, 

screen layouts, web page layouts etc. that are nearly identical to the organisation they are claiming 

to representing. 

If anything looks suspicious, ignore it, delete it, do not respond or enter into discussions or 

interactions. If any online service provider really wants to get hold of you, they have your details. 

Your job is to ensure your records are up to date. You are in control of your authenticators 

(passwords and PINs, email address, phone number etc. Keep your profiles up to date yourself.) 

2.9.4 Key points 

• We each have multiple identities in the real world and online 

• Identities are used to gain access to services and resources 

• Identities must be shown to be authentic to confirm we are who we claim to be 

• Online, authenticators are used to verify identities 

• Authentication security levels must match the risks 
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2.9.5 Digital assessment 

 

What have we learnt and understood  

 

Testing our own understanding on what we have been exposed to is 

important. Remember to do the section assessment after completing the 

section content, readings, tasks and other activities.  

 

2.10 PASSWORD RISKS AND PREVENTION 

Section 

overview 

We all use passwords to protect our devices and information. Whether we are 

simply accessing our device, accessing specific application services, and even 

when opening certain files, we are expected to use passwords. The problem is 

that we end up having multiple devices, applications and services, each 

requiring a password, and it becomes difficult to manage. 

If we can think of ourselves having multiple identities, each with their own 

authenticator, we can then consider how important it is to plan and manage our 

identities we use to access each of our devices and services. 

What strategy can we take to ensure we can manage all our identities simply, 

without sacrificing the purpose of securing them? 

Time Estimate 20 minutes 

2.10.1 Password risks 

We have and use passwords to prevent others from accessing our devices and information. How 

do we approach using passwords? How can we be sure that our password is secure enough to 

achieve our objective of protecting information and other resources? 

Let us first consider how we initially get our passwords: 

• Services require the use of a username and authenticators. It is common for an email 

address to be the username for many services. Our email addresses are in the public 

domain and offer no security in their own right if used as a username. The security is 

determined by the authenticators, not he username. 

• Earlier we talked about enrolling for a service, and once enrolled we receive an acceptable 

username and authenticator(s). Passwords are perhaps the most common form of 

authenticator. Our initial password may be given to us by the service provider. Once we 

have our credentials (username and authenticator(s)), it is our job to maintain our 

authenticator(s) and ensure that they are suitably secure. 
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• When setting up a device for the first time, we set up our own device access credentials. 

We need to maintain our password and ensure it is secure. 

Rules for passwords 

The passwords we use will, in many cases, depend on the expectations of the service provider. 

Service providers can set the rules in terms of: 

• Minimum length of password (the longer, the more secure, ideally 8 or more characters) 

• Requirement for combination of alphabetic characters and numbers (eg. abc123) 

• Requirement for mixed case (eg. abCde…) 

• Requirement for inclusion of symbols (eg. abc123#) 

• How often passwords must be changed 

• Whether passwords can be reused 

Simple, and common passwords 

Remembering passwords for many different services is not easy. It is often tempting to use simple 

and perhaps common passwords. 

According to Wikipedia (https://en.wikipedia.org/wiki/List_of_the_most_common_passwords 

Accessed 7 June 2018), the most common passwords used in north America and Europe include: 

 

 

FIGURE 11: SIMPLE AND COMMON PASSWORDS 

Also common, is the substitution of letters with numbers or symbols: 

• Password could become P@ssw0rd, the @ replaces the letter ‘a’ and ‘0’ (zero) replaces 

the letter ‘o’ 

 

https://en.wikipedia.org/wiki/List_of_the_most_common_passwords
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Using a common or simple password, it makes it easier for someone, or another automated 

system, to guess our password and gain access to our devices and our information. 

Using a single password for multiple services 

It is also easier to have a single password that we may use for many services. While this is 

convenient, it does expose the risk that if the password is discovered on one service, access to 

your other services is then exposed. 

For example, if someone discovered your password for Instagram, they may attempt to use the 

same username (or email address) and the discovered password to get in to your Facebook and 

email account. This could lead to access to confidential information, your contacts database and 

more. We can refer to this as a ‘spill over’ risk. 

2.10.2 Password risk prevention 

Passwords are the most common authenticator used for gaining access to online services. You 

can improve your security and minimise the chances of identity and information theft by effectively 

setting and managing your passwords: 

Match password complexity and uniqueness to the level of risk 

Consider always the risk of using a ‘common’ or the same password for multiple services. What is 

the ‘spill over’ risk should someone gain access to a service access password for one service and 

then attempts being made to try gain access to other services with the same password. 
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FIGURE 12: APPLICATION SERVICE PASSWORD STRATEGIES 

Service Risk 

Each application service presents a certain level of risk. 

• High Risk Services – involve financial and financial transaction services, as well as private 

personal information records 

• Medium Risk Services – may include services used for communicating. If someone else 

access your service they will appear as you, with reputational risk impact. 

• Low Risk Services – profiles used for convenience and typicall only data may be service 

usage data, not confidential data. 

Service Risk Levels drive password strategies 

• Always use complex passwords 

• Where possible, use two factor or multi-factor authentication (password and other 

authenticators) for high risk services.  

• Use unique passwords for each high and medium risk service. 

• You may use a shared and common password across multiple low risk services. There is a 

limited ‘spill over risk’ should access to additional low risk services be gained by a person 

other than yourself. 
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Complex Passwords 

• Use passwords of at least 8 characters 

• Do not repeat letters, numbers or symbols 

• Avoid series like ‘abc’ or ‘123’ 

• Avoid passwords linked to a cycle, password1, password2 etc. 

• Mix upper and lower case characters 

• Add symbols into your password 

• Avoid common words 

• Avoid proper names and use of personal dates (birthdays etc) 

If at any time, you are concerned that a password may have been intercepted or become known, 

change it immediately.  

2.10.3 Key points 

• We each have multiple identities in the real world and online 

• Identities are used to gain access to services and resources 

• Identities must be shown to be authentic to confirm we are who we claim to be 

• Online authenticators are used to verify identities 

• Authentication security levels must match the risks 

2.10.4 Digital assessment 

 

What have we learnt and understood  

 

Testing our own understanding on what we have been exposed to is 

important. Remember to do the section assessment after completing the 

section content, readings, tasks and other activities.  
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